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DETAILED ACTION 



Claim Rejections - 35 USC §112 



1 . The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claim 1 1 rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

As to claim 1 1 : 

3. Claim 1 1 states contradictory actions where it states in line 4: "if the target folder 
if for encipher files..." the file is both enciphered and stored without process. These are 
contradictory actions. 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or In public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 



2. Claims 1,4,9,14, and 1 5 rejected under 35 U.S.C. 1 02(b) as being anticipated 
by Bruce Schneier, "Applied Cryptography". 

3. As to claims 1 and 15: 



Claim Rejections - 35 USC § 102 



states. 
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Schneier teaches an encryption method for transmitting and accessing data files using 
linl<-by-link encryption with multiple symmetric keys: 

Individual key different from communication key used for enciphering / Ek1 (Page 217, 
Fig 10.1, Schneier) 

Individual key used for deciphering / Dkl (Page 217, Fig 10.1, Schneier) 
Communication key for enciphering for transmission / Ek2 (Page 217, Fig 10.1, 
Schneier) 

4. As to claim 4: 

Authentication is performed independently for the individual key and the communication 
key / any to endpoints of the lone need a common key and can change their key 
independently fro the rest of the network (Page 217, Line, 19, Schneier), Key 
agreement algorithms can provide authentication (Page 217, Table 10.1, Schneier) 

5. As to claims 9 and 14: 

Two different keys are authenticated / any to endpoints of the lone need a common key 
and can change their key independently fro the rest of the network (Page 217, Line, 19, 
Schneier), Key agreement algorithms can provide authentication (Page 217, Table 10.1, 
Schneier) 

Decoding process using one of the keys / Dkl (Page 217, Fig 10.1, Schneier) 
Enciphering process using the other of the keys / Ek2 (Page 217, Fig 10.1, Schneier) 
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Claim Rejections - 35 USC § 103 



6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 2 and 6-8 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schneier in view of Barrett et al., US Patent No 5222137 (hereafter referred to as '137). 
As to claim 2: 

8. Schneier teaches an encryption method for transmitting data using link-by-link 
encryption across several nodes. Schneier does not teach using different possible keys 
for each node-to-node connection where an identifier to the key used is added to the 
data to be transmitted. '137 teaches an encrypted communications system using 
multiple keys where an identifier to the key used is added to the data to be transmitted 
(Col 1, Line 58 et seq., '137). It would have been obvious to a person of ordinary skill in 
the art at the time of invention to use the multiple possible key encryption system with 
the attached key identifier of '137 with the link-to-link encryption communication system 
taught by Schneier. One of ordinary skill in the art would have been motivated to use 
the multiple possible key encryption system with the attached key identifier of *137 with 
the link-to-link encryption communication system taught by Schneier because providing 
multiple possible keys reduces the chances that an exterior entity will be able to 
decipher a key, providing a high standard of security. 
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9. Schneier further does not teach for the original data file to embed a file identifier 
into the file name field in the file header. The examiner takes official notice as to embed 
a file identifier into the file name field in the file header. It would have been obvious to a 
person of ordinary skill in the art at the time of invention to embed a file identifier into the 
file name field in the file header. One of ordinary skill in the art would have been 
motivated to embed a file identifier into the file name field in the file header because it is 
very well known in the art to use a file name identifier for all files stored on a computer, 

it is the custom that this identifier be stored in the file name field of the file header. 

As to claims 6-8: 

10. Schneier teaches an encryption method for transmitting data using link-by-link 
encryption across several nodes comprising: 

• Communication key is used for enciphering data on the transmission side / Ek2 
(Page 217, Fig 10.1, Schneier) 

• Communication key is used for decoding received data on the reception side / 
Dk2 (Page 217, Fig 10.1, Schneier) 

Schneier does not teach using/preparing different possible keys on the 
transmission/reception side of each node-to-node connection where an identifier to the 
key used is added to the data to be transmitted and used during the decoding process. 
'137 teaches an encrypted communications system using/preparing multiple possible 
keys on the transmission/reception side of each node-to-node connection where an 
identifier to the key used is added to the data to be transmitted (Col 1 , Line 58 et seq., 
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'137) and used during the decoding process. It would have been obvious to a person of 
ordinary skill in the art at the time of invention to use the multiple possible key 
encryption system with the attached key identifier of '137 with the link-to-link encryption 
communication system taught by Schneier. One of ordinary skill in the art would have 
been motivated to use the multiple possible key encryption system with the attached 
key identifier of '137 with the link-to-link encryption communication system taught by 
Schneier because providing multiple possible keys reduces the chances that an exterior 
entity will be able to decipher a key, providing a high standard of security. 

1 1 . Claims 3 and 5 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bruce Schneier, "Applied Cryptography". 

As to claim 3: 

12. Schneier teaches an encryption method for transmitting data using link-by-link 
encryption across several nodes where data is temporarily stored comprising: 

• Communication key used for decoding on reception side / Dk2 (Page 217, Fig 
10.1, Schneier) 

• Decoded data are enciphered using an individual key different from common key 
/Ek1, (Page 217, Fig 10.1, Schneier) 

1 3. Schneier further teaches the disadvantage of link-by-link encryption that a data is 
exposed in intermediate nodes (Page 218, Table 10.2, Schneier). In the link-by-link 
section Schneier does not specifically teach that a node should delete the exposed 
plaintext file. In another section Schneier teaches a good cryptography practice to 
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destroy sensitive plaintext documents stored on a computer (Page 229, Line 16, 
Schneier). It would have been obvious to a person of ordinary skill in the art at the time 
of invention to securely delete the plaintext document from intermediate nodes. One of 
ordinary skill in the art would have been motivated to securely delete the plaintext 
document from intermediate nodes because Schneier teaches the exposed data as a 
disadvantage of link-by-link encryption, and later teaches data destruction for aiding in 
the reconciliation of such a possible security hole. 

14. As to claim 5: 

Authentication is performed independently for the individual key and the communication 
key / any to endpoints of the lone need a common key and can change their key 
independently fro the rest of the network (Page 217, Line, 19, Schneier), Key 
agreement algorithms can provide authentication (Page 217, Table 10.1, Schneier) 

15. Claims 10 and 11 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bruce Schneier, "Applied Cryptography" in view of Colvin, Sr., US Patent No 6041 123 
(hereafter referred to as *123). 

As to claim 10: 

1 6. Schneier teaches an encryption method for transmitting data using link-by-link 
encryption across several nodes comprising: 

• Two different keys are authenticated / any to endpoints of the lone need a 
common key and can change their key independently fro the rest of the network 
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(Page 217, Line, 19, Schneier), Key agreennent algorithms can provide 
authentication (Page 217, Table 10.1, Schneier) 

• If enciphered, the target file is decoded by using one of the l<eys / Dk2 (Page 
217, Fig 10.1, Schneier) 

• The other of the keys is used for enciphering the file / Eki (Page 217, Fig 10.1 , 
Schneier) 

17. Schneier does not teach for a sender to optionally use their own individual key to 
transmit to the first node in the link-by-link transmission whereby the first node would 
decrypt the message if encrypted, then reencrypt the message to be sent. '123 teaches 
cryptographic data communication system where a node decrypts a received message 
if encrypted and then reencrypts the message to be sent to the receiver (Col 3, Line 10 
et seq., '123). It would have been obvious to a person of ordinary skill in the art at the 
time of invention to use the decryption/reencryption method of '123 with the link-by-link 
encryption communication system of Schneier. One of ordinary skill in the art would 
have been motivated to use the decryption/reencryption method of '123 with the link-by- 
link encryption communication system of Schneier because a first routing node 
receiving plaintext and ciphertext would need to convert all incoming traffic to a 
compatible format for a constant receiving party to properly decrypt all messages in the 
link-by-link taught by Schneier. 



18. As to claim 11: 
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Two different keys are authenticated / any to endpoints of the lone need a common key 
and can change their key independently fro the rest of the network (Page 217, Line, 19, 
Schneier), Key agreement algorithms can provide authentication (Page 217, Table 10.1 , 
Schneier) 

An enciphered file is decoded by using one of the keys / Dk2 (Page 217, Fig 10.1, 
Schneier) 

It is decided whether a target folder for storing the file is for encipher files / It is inherent 
that folders of encrypted data could be transmitted in Schneier as modified above 

19. Claims 12 and 13 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bruce Schneier, "Applied Cryptography" in view of *123 in further view of "Mapping a 
Network Drive". 

As to claim 12: 

20. Schneier as modified above teaches an encryption method for transmitting data 
using link-by-link encryption across several nodes including decoding or enciphering a 
file store in the first folder when an instruction is performed to move from first computers 
folder to second computers folder. Schneier as modified above does not specifically 
teach to display the first folder and second folder. "Mapping a Network Drive" teaches 
viewing on a display multiple folders across a network for data communications 
transfers. It would have been obvious to a person of ordinary skill in the art at the time 
of invention to use a graphical display to display folders across a network as in 
"Mapping a Network Drive" in the invention of Schneier as modified above. One of 
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ordinary skill in the art would have been motivated to use a graphical display to display 
folders across a network as in "Mapping a Network Drive" in the invention of Schneier 
as modified above because it is very common for computers to use a graphical interface 
to do networking tasks such as moving files across networks. 

21. As to claim 13: 

Claim 13 corresponds to claim 10. 



22. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jonathan R Adams whose telephone number is (703) 
305-8894. The examiner can normally be reached on Monday - Friday from 10am to 
6pm. 

23. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse, can be reached on (703) 308-4789. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 
Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703) 305-3900. 



Conclusion 




GREGORY MORSE 
SUPERVISORY PATENT EXAMINER 

TECHNOLOGY CENTER 2100 



